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Highlight on Data Ethics

Data, algorithms, their sciences, technologies, uses and applications
provide huge opportunities to improve private and public life, as well as
our environments. Unfortunately, such opportunities are also coupled
with significant ethical challenges. Three elements are particularly
relevant: the extensive use of big data; the growing reliance on
algorithms to perform tasks, shape choices and make decisions; and the
gradual reduction of human involvement or even oversight over many
automatic processes. Together, they pose pressing issues of fairness,
responsibility, equality and respect of human rights, among others.
These ethical challenges can be addressed successfully. We can and
must take advantage of the great opportunity to foster the development
and applications of digital solutions, while ensuring respect for human
rights and for the values supporting open, pluralistic and tolerant

information societies.

Striking a robust and fair balance will not be an easy or simple task.
But the alternative, failing to advance the ethics of the science and the
technology of our informational environment, would have regrettable
consequences. On the one hand, overlooking ethical issues may prompt
negative impact and social rejection, as was the case, for example, in
England, with the failure of the NHS care data program. On the other

hand, overemphasizing the protection of individual rights and ethical



values in the wrong contexts may lead to regulations that are too rigid.
This in turn can cripple the chances of harnessing the social and
human usefulness of digital solutions. The European Parliament’s
Committee on Civil Liberties, Justice and Home Affairs (LIBE)
amendments, initially proposed to the EU General Data Protection
Regulation, offer a concrete example. To avoid both extremes,
adopting a four-stage scale is recommended: looking at the technical
feasibility, environmental sustainability, social acceptability and human
preferability as the necessary guiding features for any digital project
with even a remote impact on human life and our planet. This ensures

that the risks are minimized and the opportunities are not missed.

How can we deliver this balanced approach? In the last few decades,
we have come to understand that it is not a specific technology
(computers, tablets, mobile phones, internet protocols, Web
applications, online platforms, cloud computing, and so forth) that
represents the correct focus of our ethical strategies. It is the data that
any digital technology manipulates. That is why labels such as “internet
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ethics,” “roboethics” or “machine ethics” miss the point,
anachronistically stepping back to a time when “computer ethics”
seemed to provide the right perspective. Before concerning any specific
digital technology, ethical problems, such as privacy, anonymity,
transparency, trust and responsibility, concern the life cycle of data,
from collection and curation, to manipulation and use. That is why we
need data ethics, to navigate between the risk of social rejection and
too strict regulation, to reach solutions that maximize the ethical value
of data and algorithms to benefit our societies, all of us, and our

environments.

Data ethics is the branch of ethics that studies and evaluates moral

problems related to data, algorithms and corresponding practices. Its



goal is to formulate and support morally good solutions (e.g., right
conducts or right values) by developing three lines of research: the

ethics of data, the ethics of algorithms and the ethics of practices.

The ethics of data narrowly construed looks at the generation,
recording, curation, processing, dissemination, sharing and use of data.
It is concerned with moral problems posed by the collection, analysis
and application of large data sets. Issues range from the use of big data
in biomedical research and the social sciences to profiling, advertising
and data philanthropy, as well as open data in government projects.
One major concern is the possible reidentification of individuals
through the data-mining, -linking, -merging and re-using of large data
sets. There is also a distinct risk to so-called “group privacy,” when the
identification of types of individuals, independently of the
deidentification of each of them, may lead to serious ethical problems,
from group discrimination (e.g., ageism, ethnicism, sexism) to group-
targeted forms of violence. Trust and transparency are also crucial
topics in the ethics of data, in connection with an acknowledged lack
of public awareness of the benefits, opportunities, risks and challenges

associated with data science and technology.

The ethics of algorithms focuses on software, Al, artificial agents,
machine learning and robots. It addresses issues posed by the increasing
complexity and autonomy of algorithms, broadly understood.
Algorithms create ethical challenges in the form of Al routines and
smart agents, such as internet bots. This is especially relevant in the
case of machine-learning applications. Crucial challenges include the
moral responsibility and accountability of users, designers and data
scientists with respect to unforeseen and undesired consequences as
well as missed opportunities. Unsurprisingly, the ethical design and

auditing of algorithms’ requirements and the assessment of potential,



undesirable outcomes (e.g., discrimination or the promotion of

antisocial content) is attracting increasing research.

Finally, the ethics of practices is interested in responsible innovation,
programming, hacking, professional codes and deontology. It addresses
the pressing questions concerning the responsibilities and liabilities of
people and organizations in charge of data processes, strategies and
policies, including data scientists. Its goal is to define an ethical
framework to shape professional codes about responsible innovation,
development and usage, which may ensure ethical practices fostering
both the progress of data science and technologies, and the protection
of the rights of individuals and groups. Three issues are central in this

line of analysis: consent, user privacy and secondary use.

These distinct lines of research—the ethics of data, algorithms and
practices—are closely related. They form the conceptual axes that
define the three-dimensional space within which ethical problems can
be identified and plotted. For example, analysis focusing on data
privacy will also address issues concerning consent, the auditing of
algorithms and professional responsibilities. Likewise, the ethical
auditing of algorithms often involves analysis of the responsibilities of

their designers, developers, users and adopters.

Data ethics must address the whole conceptual space and hence the
three axes of research together—after all, most problems do not lie on
a single axis—though priorities and focus may change depending on
the issue. For this reason, data ethics needs to be developed from the
start as macroethics, that is, as an overall “geometry” of the ethical
space that avoids narrow, ad hoc approaches and addresses the diverse
set of ethical implications brought about by the information revolution

within a consistent, holistic, inclusive and multistakeholder framework.
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